CONFIDENTIAL
Background Check Guidance
 
1. Purpose and scope
This guidance applies when casting or engaging talent and contributors. Production must assess the risks presented by the content format, the nature and extent of the person’s participation, their circumstances and the likely level of public or media attention. All checks should be necessary, targeted and proportionate to the identified risks. 

For high-profile content, it may be appropriate to carry out background checks on relevant production staff. Production should discuss the need for, and scope of, any such checks with Commissioning at the earliest opportunity.

2. Mandatory minimum checks
Production must complete online and social media checks and obtain a completed self-declaration form for all talent and contributors. These are essential parts of the casting and contracting process. They must not be omitted, delayed or treated as optional. Talent and contributors must not be contracted or confirmed for participation until the checks and self-declaration have been completed, recorded and any concerns appropriately escalated. 

Checks must be undertaken:
· during casting for contributors and before contracting talent;
· again at least two weeks before linear transmission or digital publication; and
· through proportionate monitoring in the run-up to and during transmission/publication where the production, talent or contributor presents a higher risk.

Where Channel 4 regularly works with a member of talent, Production should agree with Commissioning the scope and timing of the online and social media checks required and whether an existing self-declaration may be relied upon or a new one is needed. Regular engagement does not remove the need for proportionate, up-to-date checks or appropriate disclosure.

3. Conducting online and social media checks
Online checks should be completed by Production using the name shown on the contributor’s or talent’s identity document and any other current or former names, stage names, aliases, usernames and relevant details disclosed during casting.  Production should agree the relevant keywords and phrases to use in online searches, for example, ‘NAME + court’ or ‘NAME + conviction’ [see Appendix 1].

Contributors and talent should be asked to list all relevant social media accounts, including personal, professional, business and alternative accounts.  Production should take reasonable, proportionate steps to identify relevant undisclosed accounts, for example by checking known usernames, tagged material and connected public profiles.

Social media checks may include X, YouTube, Instagram, LinkedIn, TikTok and Facebook. Unless otherwise agreed, production should review relevant posts, replies, likes, images, videos, reposts and tagged material from the previous five years. The review period may need to be extended if a specific concern is identified.
  
Before checks begin, contributors and talent should be informed what will be checked, why the checks are necessary, how the information will be used and shared, and how long it will be retained. Checks may include both public and private social media accounts. Where access to a private account is required, the contributor or talent should be asked to grant temporary access to the person carrying out the check.  Where access requires connecting with or ‘friending’ the individual, this must be done using a designated production or casting account, not a personal account. Any access should be retained only for as long as necessary, which may include the period up to and immediately after transmission/publication.
4. Self-declaration
The self-declaration form is an important opportunity for contributors and talent to disclose honestly any information that may not be identified through other checks. Early and open disclosure enables Production and Channel 4 to understand the individual’s circumstances, meet duty of care responsibilities, assess any editorial, welfare, legal, regulatory or reputational risks, and put appropriate support or mitigations in place. It also allows relevant matters to be considered fairly and in context, rather than emerging unexpectedly during production or after transmission/publication.

A self-declaration form [see Appendix 2] can be tailored where appropriate to the content and identified risks. For talent with whom Channel 4 regularly works, Production should agree with Commissioning whether an existing declaration may be relied upon or an updated form is required. Questions may cover:
· unspent convictions and any current criminal or civil proceedings;
· previous appearances or media exposure;
· physical or mental health needs relevant to participation;
· support needs or concerns about the production; and
· any other issue the contributor or talent reasonably believes Production should know.

Production should explain that truthful disclosure will not automatically prevent participation and that information will be considered fairly, confidentially and in context.

5. Risk assessment and additional checks
The Ofcom risk matrix is a good place to start to decide what other checks, if any, may need to be done as it helps identify a series of categories where welfare, fairness, legal, regulatory or reputational risks may arise.  Production, Commissioning and Legal & Compliance, with input from the High Risk Team where required, should agree any additional checks and ensure that they are appropriate and proportionate.
Depending on the risk assessment, including any concerns identified through online or social media checks or disclosed in the self-declaration, Production may need to undertake additional checks.  Additional checks should be selected according to the identified risk and may include, but are not limited to:

Company checks: Companies House and relevant review sources e.g. Trust Pilot, where a person’s business or commercial conduct is relevant to their contribution.
Criminal records: a DBS check, or overseas equivalent if they have been living abroad.
Health and welfare: a statement of health, GP information and/or psychological assessment where necessary.
Identity: to confirm identity, names, aliases and relevant address history 
Military service: verification of service or discharge documents where a specific claim requires verification. 
Qualifications: verification where an individual’s claimed expertise or qualification is relevant to their contribution. 
OSINT searches: targeted open-source research where a concern requires broader verification or context beyond routine online checks. 
Professional status: checks with relevant regulators, such as the GMC or SRA, where the individual’s claimed professional standing is relevant to their contribution. 
References: relevant referees and/or a home visit where further context is needed about suitability, welfare or support. 
Further declarations: additional questions where the risk assessment identifies matters not covered by the mandatory self-declaration.

In some cases, it may be necessary and proportionate to carry out checks on relevant family members for welfare or reputational reasons. Any such checks must be discussed in advance with Commissioning and Legal & Compliance.

6. Escalation and decision-making
Production must notify Channel 4 promptly of any finding that could materially affect welfare, fairness, legal or regulatory compliance, editorial decisions or reputation.  Production should report the relevant facts and context without making assumptions based on a person’s protected characteristics, beliefs or self-expression.

A criminal conviction will not automatically prevent an individual from participating as talent or a contributor. Each case must be assessed fairly and individually, taking account of the nature and seriousness of the offence, when it occurred, its relevance to the proposed participation, the individual’s conduct since, and any evidence of rehabilitation or remorse.

Commissioning should consult Legal & Compliance and Press as appropriate and will make the final decision on participation, taking account of the individual circumstances, duty of care, fairness, editorial relevance and any mitigations.
7. Recording outcomes
At the end of the process, Production should provide Channel 4 with a concise background-check record setting out:
· the checks completed, dates and person responsible;
· relevant findings and their source;
· any escalation, advice and decision;
· agreed welfare or risk mitigations; and
· any checks that could not be completed and why.

Any record must be stored securely, with access restricted to those who need it, and follow the applicable retention and deletion arrangements as detailed in the Production’s Privacy and Data Retention Policy. 

If a required check cannot be completed or is not available in time for scheduled filming e.g. a DBS has been applied for but has not been returned, this must be raised with Commissioning at the earliest opportunity before participation is confirmed or filming commences.
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Appendix 1: Example Contributor Background Check

Name of contributor: 
Production:
Date checks conducted: 
Checked by: 


How to use this checklist: Record only relevant findings and context. If a significant concern arises, extend the search period or scope only where proportionate and document the reason.
	CHECKS TO BE COMPLETED: 
	FLAGS/CONCERNS:

	SOCIAL MEDIA

	Facebook:
If any significant flags you may need to check entire history.
	

	X:
If any significant flags you may need to check entire history.
	

	Instagram:
If any significant flags you may need to check entire history.
	

	Youtube:
If any significant flags you may need to check entire history.
	

	TikTok:
If any significant flags you may need to check entire history.
	

	GOOGLE- Consider checking back 10 pages
Check on News tab of google search

	Full name (inc. all variations/stage names/nicknames middle names)
(Name variations should be searched in separate search to name stated on application form and/ id verification)
	

	Full name + current occupation 
	

	Full name + previous occupation
	

	Full name + current address
	

	Full name + previous addresses
	

	Full name + occupation + address
	

	Full name + address + age
	

	Full name + criminal conviction + Town
	

	Full name + criminal conviction + address
	

	Full name + criminal conviction + previous address
	

	Full name + fraud
	

	Full name + court
	

	Full name + magistrate 
	

	Full name + abuse
	

	Full name + convicted
	

	Full name + acquittal
	

	Full name + rape
	

	Full name + porn
	

	Full name + only fans

	

	Full name + drugs
	

	Full name + Wikileaks
	

	Full name + TV Programme (if previously been on another programme/filmed content)
	

	Email address
	

	Phone number 
	

	Full name + ANYTHING ELSE RELEVANT
(Anything that came up in initial search, e.g. driving offence or previous TV appearance)
	






Appendix 2: Example Self-Declaration Form

Answering the following questions honestly will not necessarily preclude you from taking part. We collect this information in order to help us assess your ability to appear in the content and as part of our duty of care responsibilities. We may need to share this information with selected third parties such as Channel 4. If you are concerned about something in particular, please do discuss it with us. We will hold this information in accordance with our privacy policy which you can read about [HERE]
[INSERT PRIVACY POLICY]

Name: ____________________________________________________________
Date of Birth: ________________
Telephone No: ______________________________________________________

Please note when answering the following questions, under the Rehabilitation of Offenders Act, you do not have to share any information relating to any spent convictions.

1. Do you have any unspent criminal convictions?  				YES/ NO 
If YES, please tell us the details 

2. Have you been/are you involved in any police investigations? 		YES/NO
If YES, please tell us the details

3. Have you been/are you involved in any civil proceedings (including in the family courts)?  									 YES/ NO 
If YES, and where you are permitted to disclose them, please tell us the details

4. Have you ever applied for a protective order for your protection (such as a restraining order) or had one issued against you?
YES/NO
If YES, and where you are permitted to disclose them, please tell us the details

5. Do you have any medical or health (including mental health) needs that we should be aware of?  									YES/NO 
If YES, please tell us the details so that we can ensure we can support you during filming.

6. Appearing on television can attract publicity and raise people’s profiles in a way that they might not expect, including in a negative way.  This can include matters from the past relating to you, or those closest to you.  Is there anything in your or your family’s past that you are concerned may be made public when you appear on television?  									YES/NO 
If YES, please tell us the details 

7. Have you appeared on television before, or filmed any content for television that is still to be broadcast?  					YES/NO
If YES, please tell us the details

As part of background research, we may carry out some searches on people taking part. This may involve us searching your name on Lexis Nexis, Factiva, Google and other search engines, as well as social media. Please list any social media accounts you hold overleaf along with the username and your social media handles.  If these accounts are private, we will request access to these accounts.

[For inclusion only in self-declaration forms for talent: Please ensure you have read Channel 4’s Top Tips for Talent - https://www.channel4.com/4producers/working-with-us/using-social-media-top-tips-talent .  Any questions should be raised with Production.]

I, the undersigned, confirm that the information I have given on this form is correct and I will notify Production if materially relevant information changes before or during participation.

Your data will be kept secure, in accordance with our Privacy Policy [INSERT LINK].

Signature:   ______________________________________
Date:  __________________________________________
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